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About this User Guide

In 2010 Global Crossing released several foundational updates to the uCommand customer portal that enhance
the customer user experience today, and set the stage for more advanced features in 2011.

One of the most important changes has been the ability to now access multiple account numbers using a single
username and password to log in. Usernames are now created in an email format, allowing a single, unique
method to access uCommand for all your accounts.

Existing Customers have the ability to convert their current “old format” usernames to the new email format,
retaining the existing permissions and other historical information. When those users log in with the old format,
they will see a uCommand screen asking if they would like to convert. Those that desire to convert will
complete the easy on-screen fields to do so, while those who wish to wait may do so as well.

This user guide describes this process in more detail. For additional information and assistance, visit the
uCommand page at https://www.ucommand.com.

How to Convert user credentials to Email Format

Go to https://www.ucommand.com

Login with your “old format” credentials

Account number (e.g 0204999999)

Username (e.g. “jsmith”)

Password

A message will display asking you if you would like to convert your existing credentials to one
common email
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Password:

[Enter your Email Address and Password:
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Password:

[Re-Enter vour Email Address and Passwornd:
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Password:
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To convert to a common login, simply complete the email address and password fields and then click the “Yes,
Please Convert to Email” button.

You may also choose to not convert by clicking the “’No, Ask Me Later” button. You will then see the screen
switch to the normal uCommand portal site.

If you chose to convert and filled out the email and password fields correctly, you will see the following
message indicating the conversion was successful.
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You've successfully converted your user credentials to email format. Now vou can access all the new features and enhancements of uCommand at https://ucommand globalcrossing com by clicking the 'Continue' button below. Arf
account number is no longer needed!

If you have access to more accounts, then select 'Convert Another Account' below to add those accounts to the username del(@test.com

[ Continue ][ Convert Another Account ]

If you have other old format login credentials that you desire to combine into the single email format, you may do
so by clicking the “Convert Another Account” button. Otherwise, click “Continue” to access uCommand.

If you chose to “Convert Another Account”, the screen will display Account Number, User ID, and Password
fields. Fill out those fields correctly and then click “Yes, Please Convert to Email” at the bottom of the screen.
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Thank you for accessing uCommand! We are in the process of converting user credentials to email format which will allow you to access new features.
One of the many new features available to you is single sign-on. This allows you to access multiple accounts with your new email user name.

For each Global Crossing account number that you currently utilize to access uCommand, you will be required to convert your credentials to one common login, which must be a valid email address.

Provide Existing Login Credentials:
Account Number:
User ID:

Password:

Converted Accounts/Users

Account Number UserID

0990990518 del

Enter your Email Address and Password:
Email Address:

Password:

Re-Enter your Email Address and Password:
Email Address:

Password:

[ Yes, Please Convert to Email ][ No, Ask Me Later ]

The login and permissions credentials for that account will be added to your single email login.

You will continue to be asked to convert login credentials until you are finished.

If you need to convert additional credentials at a later time, simply log in as one of the “unconverted” logins at a
later time and you will see the same screen prompts to convert it your new email login. You can then enter the

same email address and password as was used during the previous conversion session.

Once complete, please log into https://www.ucommand.com from this point on, to access all the new
enhancements. You will no longer need to enter an account number once you have converted your
credentials to email format.
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Conversion Tool Questions and Troubleshooting

1 Cannot Convert User Credentials from Accounts NOT Grouped with the Email Login

e If a user creates an email login and then tries to convert the credentials of a login from an account that
is not included within the Master Group, they will see the error “Account cannot be added this Emalil
Address”

e Example: New email login bgl@test.com is created, and several existing “old format” login credentials
are converted to this email login. When trying to add the User ID “Amanda” from an account number
grouped within the customer’s Master Group, the error will display.
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Account cannot be added to this Email Address.

Thank you for accessing uCommand! We are in the process of converting user credentials to email format which will allow you to access new features.
One of the many new features available to you is single sign-on. This allows vou to access multiple accounts with your new email user name.

For each Global Crossing account number that vou currently utilize to access uCommand, vou will be required to comvert vour credentials to one common login, which must be a valid email address.

Provide Existing Login Credentials:

Account Number: 0205086394
User ID: amanda
Password:

Converted Accounts/Users

Account Number UserID
0204712085 BGuthrie
0204557884 [denver |

Enter your Email Address and Password:

Email Address:

Password:

;- e EE / Trusted sites
2 Error Message Due to Invalid Credentials

If a user attempts to convert an existing login but enters incorrect credentials (login name, password), they will
get the error message “Please enter a Valid Account Number, User ID, and Password”
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Converting to the new email login user IDs will provide you with numerous benefits including:

One login ID

An easy transition to a single log in

Access to the new uCommand URL
Access to the new Network Managemant section
Access to the new Proactive Notification functionality

ID

If you have any other questions regarding the email conversion tool or anything else in uCommand, please
contact your Global Crossing representative. For technical support, please email
ucommand.tech.support@globalcrossing.com. Please include your account number in the body of the email.

3

Signing into uCommand after converting user credentials

The uCommand login page will continue to display the account number, username, and password field. Since
you have converted credentials the account number field is optional. At this point you can log into uCommand
with your email address and password. If you have more than one account number with Global Crossing then
you can enter an account number at the login prompt to be taken directly to that account. Otherwise you will be
logged in and presented with a drop down menu containing all of your accounts. Please see screenshots

below.

In Internet Explorer go to Tools
Select Internet Options

Select the “Security” Tab
Select “Trusted sites”

Click the “Sites” button

CoNoOA~LONE

. Click OK
10. Close and reopen Internet Explorer

2X)

General | Security |Privacy || Content | Connections || Programs | Advanced

Internet Options

Select a zone to view or change security settings.

@ Q@ v O

Internet Local intranet ISR Restricted
sites
Trusted sites
f
¢ This zone contains websites that you

trust not to damage your computer or
your files,
You have websites in this zone.

W

Security level for this zone

Custom

Custom settings.
- To change the settings, dick Custom level,

Add “ucommand.com” to the list and Click OK
On the “Security” tab for “Trusted sites” click “Custom Level”
Find “Display mixed content” under the “Miscellaneous” section and select “Enable”

X

4 You can add and remave websites from this zone. Al websites in
vy this zone will use the zone's security settings.

Trusted sites

Add this website to the zone:

ucommand. com

Websites:

=.adp.com ~
*,ams.gblxint.com

*.elementk,com

= eur.gblxint.com

*.gblx.net 3
E lima oo

[ require server verification (https:) for all sites in this zone

- To use the recommended settings, dick Default level.

[ Custom level... ][ Default level ]

[ Reset all zones to default level ]

.;&- Some settings are managed by your system administrator.

How to suppress the message in Internet Explorer requesting that you display mixed content

3

Security Settings - Trusted Sites Zone

Settings

() Enable
& Prompt
@] Allow websites to open windows without address or status b
() Disable
(&) Enable
£ | Display mixed content

(O]
O

#&| Don't prompt for dient certificate selection when no certifica
) Disable
(&) Enable
#&| Drag and drop or copy and paste files
() Disable
(&) Enable
~

< >
*Takes effect after you restart Internet Explorer

(K3

Reset custom settings

Resettor | medium (default)

J [

OK Cancel ]
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5 If you repeatedly receive “Invalid User ID or Password” when using account number along with
email address

First, please verify your user credentials are correct. If you feel the data is correct then you might be
experiencing the aforementioned scenario due to caching within Internet Explorer (7 or 8), Firefox (3 or 4), or
Google Chrome. Please following the steps below (for your browser) to correct the problem.
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5.1 Clearing Cache and Configuring Internet Explorer

1. Open Internet Explorer

2. Inthe top menu select “Tools”

3. Under “Tools” select “Internet Options”

4. In the “Internet Options” dialog you will be defaulted to the “General” tab.

5. On the “General’ tab select “Delete” under “Browsing History”

6. Make sure “Temporary Internet Files”, “Cookies”, and “Form Data” are selected and then click
“Delete”

7. Back on the “General Tab” click “Settings” under “Browsing History”.

8. Under “Check for newer versions of stored pages:” select “Every time | visit the webpage”.

9. Click OK
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nternet Options Delete Browsing Histon emporary Interne les and History
General | Security | Privacy | Content | Comnections | Programs || Advanced | Preserve Favorites website data Ferzrr TEE FE
Keep cookies and temporary Internet files that enable your favorite . . .
Internet Explorer stores copies of webpages, images, and media
Home page websites to retain preferences and display faster, i s e B
Ti te h tabs, ch addh its own line,
/? 0 create home page tabs, type each address on its own line Check for newer versions of stored pages:
Temporary Internet files (%) Every time [ visit the webpage
Copies of webpages, images, and media that are saved for faster )
viewing. O Every time I start Internet Explorer
Cookies O Automatically
& e Files stored on your computer by websites to save preferences ) Never
such as login information.
Browsing histary Disk space to use (3-1024ME) 65 &
i [ristory (Recommended: 50-250MB)
,l_ ) Delete temporary files, history, cookies, saved passwords, e s e e
+ and web form information. Current location:
[[]Delete browsing history on exit Form data C:\Documents and Settings'ed016037\Local SettingsiTemporary
Saved information that you have typed into forms. Internet Files)
Delete... ] [ Settings ]
Search [ passwords [ Movefolder... | [ viewobjects | [ Viewfies |
Change search defaults. Saved passwords that are automatically filed in when you sign in
to a website you've previously visited,
N N History
b [] InPrivate Filtering data . )
o Saved data used by InPrivate Filtering to detect where websites may Specify how many days Internet Explorer should save the list
Change how webpages are displayed in be automatically sharing details about your visit. of websites you have visited.
 — tabs. Days to keep pages in history:
Appearance
j i Delete | [ cancel
[ Colors ] [ |anguages ] [ Fonts ] [ Accessibilit ] About deleting browsing history eled ancel
@ Some settings are managed by your system administrator.

5.2 Clearing Cache in Firefox

1. Open Firefox
2. Inthe top menu select “Tools’
3. Select “Clear Recent History”
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5.3 Clearing Cache in Google Chrome

Open Google Chrome
Next to the URL bar click the ‘wrench’ icon.
Under the ‘wrench’ menu select “Options”
On the left side of the “Options” screen select “Under the Hood”.
At the top click “Clear browsing data...”
In the modal window that appears set the following
a. Obliterate the following items from: “the beginning of time”
b. Check “Clear download history”, “Empty the cache” and “Delete cookies and other site data”
Click “Clear browsing data”
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/' New Tab x/ Options - Under the Hood \@ r—
< C | © chrome://settings/advanced E‘hl:‘

Options Under the Hood
l:l Privacy Content settings. .. Clear browsing data...

Basics Google Chrome may use web senvices to imprave your browsing experience
You may optionally disable these sewices Learn more

Personal Stuff
Use a web service to help resolve navigation errors

Under the Hood Use a prediction service to help complete searches and URLs typed in the address bar
Use DNS pre-fetching to improve page load performance
Enable phishing and malware protection

[[] Automatically send usage statistics and crash reports to Google

Web Content

Font size: Custom v Customize fonts...
Page zoom: 100% -
Languages and spell-checker settings... Change Gears settings
Network Google Chrome is using your computer's system proxy settings to connect to the network.

Change proxy settings...

Translate Offer to translate pages that aren't in a language | read
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